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Background

The U.S. Army has a need to secure its computer systems from unauthorized access.  The U.S. Army Information Systems Engineering Command’s Technology Integration Center (TIC XE "TIC:Technology Integration Center" ) continually seeks ways to improve the security of the Army’s computers and networks.  As part of that ongoing effort, the TIC conducted a quick evaluation of a tool designed to test Windows NT computer systems for security vulnerabilities and fix those problems where possible.  This report details the results of that evaluation.

Product Overview

The Harris Corporation’s Security Test and Analysis Tool (STAT XE "STAT:Security Test and Analysis Tool" ) version 2.0 product is designed to detect and resolve over 350 Windows NT security vulnerabilities.  STAT can assess any Windows NT 3.51 or 4.0 machine that can be seen by Microsoft Network Services as well as any machine within an NT domain or across domains.  STAT provides an analysis of Windows NT 4.0 and 3.51 computers with regard to vulnerabilities that make the system susceptible to hacker attacks, denial of service attacks, or other attempts to corrupt, steal, or destroy data.  STAT also has the ability to suggest a solution or automatically apply a software patch to solve the security vulnerability.

Evaluation Observations

TIC personnel conducted a quick evaluation of this product in an effort to become familiar with its capabilities, determine its ease of use, and document any obvious problems with this software.  This evaluation was not meant to be thorough; it was intended as a rough comparison against a similar product already in use at the TIC, Internet Security Scanner (ISS XE "ISS:Internet Security Systems" ).  The following is a list of observations from using the product for 1 day.  

1. Installation is quick and easy, but requires a re-start of the machine after the installation completes.  The package runs on a Windows NT 4.0 machine with at least 32 MB RAM, a Pentium-class processor, and 25 MB of hard disk space.

2. When you start the application, it scans the network and locates and maps machines running NT 3.51 and 4.0, both Server and Workstation, and Windows 95/98 computers.  The software locates Windows 95/98 machines that are on the network segments, but it cannot scan them for vulnerabilities.  If a machine is not located by the initial scan, there is currently no way to force the software to look for the machine (neither by name nor IP address).  The only thing you can do is stop the application, re-start it and hope it finds the machine when it does its new initial scan.  On the first three starts, it didn't find the machine it was installed/running on.  The STAT web site indicates that a future release will allow you to target specific machines.

3. Once the mapping is completed, it is possible to scan one machine, several machines, or an entire subnet at one time.  As the assessment is progressing, a list of vulnerabilities appears in the right hand window.  Double-clicking on a vulnerability brings up an information window with a complete description of the vulnerability including Microsoft Knowledge Base articles pertaining to it.

4. The package lists four levels of vulnerabilities, High, Medium, Low and Warning.  Some of these identified vulnerabilities will require interpretation by trained personnel.  One example is the file unattend.txt, which is present in all Windows NT installations.  By default, the file is empty, but it can contain user identification (ID XE "ID:identification" ) and password information to conduct an unattended install.  In this case, the file would be a security vulnerability.  The STAT package always identifies this file as a vulnerability.   A user seeing this alert would need to interpret whether it is truly a security concern.  This type of "false alarm" could be reduced or eliminated by modification of the configuration file, which determines the vulnerabilities that are checked.  Modification of the configuration file would have to be accomplished by trained personnel in order to avoid eliminating a necessary test.

5. Attempting to cancel an analysis in progress can lock up the software for long periods of time.  On one attempt to cancel the scan on the machine where the package was running, the process ran for 35 minutes and never completed the cancel operation.  It was necessary to use the Task Manager to stop the application.

6. If an attempt is made to assess a machine which has been "tightened" or has increased security, every test returns a High vulnerability with the following message:  "!!!UNABLE TO ASSESS MACHINE FOR THIS VULNERABILITY!!!" These messages and the assessments that generate them take much longer to complete than tests against a "normal" NT machine.

7. The package includes an Autofix feature.  This feature is designed to automatically fix those vulnerabilities that do not require a system administrator to sit down at the machine to accomplish the fix.  In this evaluation it worked, on the first attempt, approximately 50-60% of the time.  When the fix does not work, the following error message appears:  "This vulnerability has NOT been fixed."  A check of the web site's frequently asked questions (FAQ XE "FAQ:frequently asked question" s) revealed that this problem is known, and the recommended solution is to attempt the Autofix a second time.  The second attempt was successful approximately 75% of the time.  The Autofixes may be undone by clicking on the Edit drop down menu and selecting Undo.  No attempt was made to verify that the Autofix actually did what it said it did, nor was the Undo feature actually checked (registry changes were not manually verified).  Once a fix has been applied, an immediate Retest is available, and it always said the vulnerability was not present.   For those vulnerabilities that do not include an Autofix capability, the vulnerability description indicates that there is not an Autofix available and specific instructions on how to fix the vulnerability are given in a window.  

8. There is a Compare Results feature, which could be useful, but it can only be used on scan results that have been saved, it cannot use the current scan.  Doing a comparison involves opening up the two files you wish to compare.  This brings up a window with three panes, the left one shows the vulnerabilities from the first file, the right one shows the vulnerabilities from the second file, and the middle window is supposed to show you vulnerabilities in both files.  On a test comparison, the first file had a total of 40 vulnerabilities; the second file had a total of 82.  There were 32 vulnerabilities in both files, but the middle window (Both) listed NO vulnerabilities.  This feature could be very useful, especially when doing domain wide scans, but it does not appear to be fully functional at this time.

9. There are currently 4 update files on the STAT web server, but a logon and password is re-quired to download them.  When the package is purchased, the updates are available for a period of time, and the customer can pay for additional periods of availability.  The installed package states that it is checking for 350+ vulnerabilities.

10. After running an analysis, if you click on the Close button, the package quits without asking if you want to save the scan results.  For those who have become accustomed to being prompted about saving information, it is possible to lose a scan that should have been saved.

Conclusions

The STAT package is easy to use, and has the potential to be a worthwhile tool, but it is not yet fully mature.  The product has many idiosyncrasies that make it ungainly to use (see observations 2, 5-8).  It does complete its scans much quicker than ISS, but an in-depth comparison of the vulnerability-finding abilities of two products was not conducted.  The STAT package's ability to perform Autofixes is a very valuable feature that could greatly simplify the tasks required to secure NT machines for less knowledgeable system administrators, but overall, this product is not reliable enough for implementation.  At this time, the recommendation of the TIC is to continue to use ISS until the STAT software matures and becomes more stable.






























































Acronyms and Abbreviations





FAQ	frequently asked question


ID	identification


ISS	Internet Security Scanner


STAT	Security Test and Analysis Tool


TIC	Technology Integration Center























Distribution Statement A - Approved for public release; distribution is unlimited.
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