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Introduction

The convergence of data, voice, and video communications is considered by many to be the ultimate prize in computer networking.  The benefit of a converged network is that only one system is required for all types of communication.  Presently, voice is carried on a telephone switch network, video is carried on analog coaxial cables, and computer networks reside on local area networks (LAN XE "LAN:local area network" s).  These separate networks require separate methods of installation and maintenance, greatly increasing administration resources.  This is especially noticeable when a user moves, and multiple connections must be rerouted to accommodate the new location.  Convergence seeks to solve this by having a single connection and a single receiving device for each user.   

Systems Management Center (SMC XE "SMC:Systems Management Center" ) of Communications-Electronics Command (CECOM XE "CECOM:Communications-Electronics Command" ) tasked Information Systems Engineering Command (ISEC XE "ISEC:Information Systems Engineering Command" ) to develop a white paper discussing the "anticipated evolution of integrated systems and single desktop device solutions."  This white paper supports SMC’s effort to "develop a strategic plan focusing on the organizational and technological developments we anticipate between now and 2005."  

In order to predict the evolution of integrated systems and single desktop device solutions for the next 5 years, we need to consider the changes in all facets of computer communications during that time period.  The user may be only concerned with the applications he is using, but all aspects of computer communications are inter-related and must be considered as a whole.  The network backbone and wide area links affect the bandwidth and delay characteristics those applications can expect; security and network management have an impact; and the client device limits the application options as well.  In this white paper, we will attempt to predict the myriad of technology changes that will occur in the next 5 years leading toward a convergence of data, voice, and video and what might hinder this move toward integrated systems.  
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Technology Areas

Wide Area Networks

[image: image5.wmf]The wide area network (WAN XE "WAN:wide area network" ) has historically been the bottleneck that inhibits enterprise-wide applications.  In most local networks bandwidth is not as much of an issue, but for links between sites such as Army posts, bandwidth is a major constraint because of cost.  With the growth of dense wave division multiplexing (DWDM XE "DWDM:dense wave division multiplexing" ), this will cease to be a major issue.  DWDM uses different wavelengths of light on a single fiber cable, each wavelength carrying as much data as the single wavelength in today’s systems.  Bandwidth will become much cheaper because telephone companies do not need to physically install additional expensive fiber lines to increase bandwidth.  They can instead replace hardware on both sides of a fiber link and increase its capacity many-fold. 

Optical switching, a technology that should evolve in the next 2-3 years, will make this even more lucrative because the wavelengths will not need to be reconverted back to electrons but can remain as light signals.  This will greatly reduce delays, which will soon be measured in microseconds instead of milliseconds.  As the entire WAN becomes optically switched and bandwidth is increased, the WAN will no longer limit the applications that can be run across it. “At the core of the Internet, all we will see is light.” [Chowdhry]  Expect this to be dominant in industry systems in 4-5 years.

Efforts to guarantee quality of service will become meaningless.  These will be viewed as stopgap measures that aren’t necessary in a network where delay is negligible, and congestion rarely or never occurs.  DiffServ and multiprotocol label switching (MPLS) XE "MPLS" , while good in the short term, will not be necessary 5-10 years from now.  However, the efforts in simple prioritization queuing of traffic based on Internet Protocol (IP XE "IP:Internet Protocol" ) address or application data may bear fruit by giving delay-sensitive applications that little bit of priority when micro-congestion occurs.  

Local Area Networks

There has been a revolution in LANs over the last 5 years.  Previously, networking technologies such as shared Ethernet and fiber distributed data interface (FDDI XE "FDDI:fiber distributed data interface" ) connected users together, but user’s frequently contended for bandwidth.  Asynchronous transfer mode (ATM XE "ATM:asynchronous transfer mode" ) arrived in the early ‘90s to alleviate these kinds of problems, but it rarely made it to the desktop because of cost.  Now the de facto standard is Ethernet switching to the desktop, giving users 10 or 100 megabits per second (Mbps XE "Mbps:megabits per second" ) to each desktop and Fast Ethernet and Gigabit Ethernet backbones to minimize bandwidth contention.  With a full-duplex 10-Mbps pipe to the user, the LAN can handle most any application.  Even an MPEG-II video stream at about 6 Mbps can cross this link to the client with room for web browsing on the side. 

Fast Ethernet and Gigabit Ethernet are fast, cheap, and simple, making them highly popular with users, budget folks, and administrators.  On the horizon is the potential of increasing to 10 gigabit Ethernet (GbE XE "GbE:gigabit Ethernet" ) within the next few years if bandwidth becomes a problem.   Bandwidth should no longer be a constraint on the LAN backbone, with the ability to load share GbE trunks and as DWDM makes its way down to the campus backbones.

Wireless Access Technologies

Wireless communications is seeing a tremendous growth through the evolution of cell phone services and expanding capability.  As these technologies mature, users will be able to access information from any location. Networked or modem-connected personal computers (PC XE "PC:personal computer" s) are presently the only way to get access to information on the corporate intranet or the Internet, but wireless networking has the potential to free the user to access that information from virtually any location; in the car, in the (tactical) field, in meetings, or TDY. 
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Several different approaches to wireless communications are evolving. Cellular telephone service has become ubiquitous, and its newest evolution, Personal Communications Services (PCS XE "PCS:Personal Communications Services" ), is growing at an incredible rate.  The next (third) generation, called 3G XE "3G:third generation"  and expected to emerge in 2001, will have data rates up to 2 Mbps, good for voice, data, and limited video.

For computer networking, several standards are emerging for wireless access to IP networks. Two that we feel offer the most potential for industry acceptance are 802.11 and Bluetooth.  At 11 Mbps (with overhead), 802.11 is a derivative of Ethernet making it compatible with more than 80% of all installed LANs.  Bluetooth has a lot of industry backing with its claim to allow seamless communication between devices such as cell phones, personal digital assistants (PDA XE "PDA:personal digital assistant" s), PCs and laptops by automatically communicating when coming within close proximity (10 meters) of another Bluetooth device.

Security Concerns

Security has become a critical issue in computer networking lately, though it should have been all along.  Security systems are being established throughout the Army at the WAN interfaces to protect local computer networks, but we are finding this is not enough.  We are moving to a multi-tiered security scheme, with host-based security on all servers and even clients as well as network-based security at several tiers of the network.  

These security systems; consisting of firewalls, intrusion detection systems (IDS XE "IDS:intrusion detection systems" ), and access control routers; have not often been a bottleneck to communications, but this may become a problem if they cannot keep up with the increasing speed of network communications.  For example, it took several years after ATM implementations became common before ATM-based firewalls and IDSs began shipping.  More is being required of these devices at the same time that network speeds are increasing.  Stateful inspection, VPN encryption, and defense against “wide-angle attacks” are sought in network security devices, making it harder for those devices to process traffic without significant delays.  

On the application side of security, expect Public Key Infrastructure (PKI XE "PKI:Public Key Infrastructure" ) to be used on all servers and clients in the next 3 years to facilitate encryption of all network traffic.  Smart cards and physically-embedded chips are being developed by industry to replace the use of passwords for authentication, but we believe they will not be widely accepted.  Smart cards can be lost or stolen just like passwords, and embedded chips will meet tremendous social resistance.  For authentication, the field of biometrics is maturing and non-invasive biometric devices will become the standard method of accessing PC and network resources in 5 years.  This only protects the local access, however, so host and network security will still need to be tight.

Applications

The dominant applications presently on the wide area are e-mail and web surfing, and this won’t change soon.  These will continue to drive the move to more connectivity, and security technology will continue to try to protect that information.  The amount of data on the Internet will continue to grow at a phenomenal rate and it will become increasingly harder for humans to find the information they seek.  Look for tremendous growth of data mining and knowledge filtering applications that will assist users in finding the information that they need.

The next applications to use the coming fat pipes of the Internet will be voice and video applications.  Voice over IP will become popular, not because of cost savings in long-[image: image7.wmf]distance calls, but because it will help move toward a single-desktop-device solution where users only maintain one list of contacts - where e-mail and snail-mail addresses along with numbers for phone, facsimile (FAX XE "FAX:facsimile" ) and video teleconferencing (VTC XE "VTC:video teleconferencing" ), are all a single mouse-click away.  VTC will become common as the WAN pipes grow because it offers a tremendous savings in time and money, plus the benefit of easy collaboration on documents.  

With a bandwidth glut, comes an application glut; with users consuming all of the available bandwidth with ever-increasing application demands.  This application glut is already being countered with web-caching machines that store frequently-accessed web pages locally to reduce WAN demand.  The next application to come will be video streaming across the Internet, finally opening the door for true “distance learning” as well as other uses.  This will be achieved by building content delivery systems at key points on the edge of the WAN.  Video data will be replicated at these nodes for quicker delivery, using less Internet/Non-classified Internet Protocol Router Network (NIPRNET XE "NIPRNET:Non-classified Internet Protocol Router Network" ) for delivery, as well as distributing the load from a single server.  Expect to see this video streaming capability in the next 5-6 years, along with virtual reality applications brought directly to user stations.  

Speech recognition should finally mature in the next 3 years to the point where it becomes more productive to talk to your computer than to type on a keyboard.  This will greatly facilitate the emergence of PDAs and smart phones; the primary input device will become the microphone instead of the keyboard and mouse.  
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Analog Phones

Thin Clients

Telemedicine is another suite of applications that will become more common in the next 5 years, but at a slower pace.  Telemedicine applications include video teleconferencing for medical consultations, digital transmission of test results such as X-rays, and streaming of video for training and remote diagnosis.  Part of the delay to implementing these applications is that compression of data can cause some loss of information.  Whether the loss of information can be perceived by the human eye or not, this becomes a problem of social acceptance and legal ramifications.  

Client Devices

Thin Clients versus Personal Computers

There is much debating in industry whether the primary desktop client of choice in the future will be thin clients or will continue to be PCs.  Instead of using hard drives, the web will eventually become the computer storage location for all user data.   This will facilitate easy access to information when travelling, and easy sharing of information.  With the growth in LAN capabilities and this move toward web-centric storage, thin clients will no longer have that obstacle to prevent their implementation.  Some industry analysts are predicting that with the release of Windows 2000 and its increased PC hardware requirements, companies will reconsider the thin client as a feasible option to upgrading hundreds of PCs.

On the other hand, the price of PCs continues to drop rapidly and the power of those same machines continues to increase, with no end in sight.  Users are not likely to want to give up the power and utility of a PC in favor of a thin client, and with the price reductions, there is no compelling reason to do so.  We don’t expect a rapid changeover in the Army; PCs will remain the platform of choice.  
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Portable Devices

To augment desktop clients, PDAs will become prevalent in the next 3 years.  With the maturing of wireless access technologies such as BlueTooth, PDAs communicating seamlessly with user PCs will become very common.  Users will have mobility to access network resources from anywhere, having the same access to information when traveling, in meetings or even at lunch that they presently have at the desktop.  These PDAs will eventually either communicate with portable phones and pagers or will be integrated into a single unit with an additional small (wireless) headset for audio.

Telephony Devices

Voice over IP

Industry is trying to converge telephony onto computer networks through Voice over IP (VoIP XE "VoIP:Voice over IP" ).  With all of the network progress described above, the technical blocks to this are disappearing. Today’s telephones have many capabilities such as voice mail, speed dial buttons, and call conferencing.  When these are added into computer VoIP clients, computers will have all of the capabilities of the typical analog or digital desktop phone.  

Presently, phone systems have a high degree of reliability, 99.999% or better.  Computer networks are a long way from achieving this level of reliability, but that will not prevent computer users from using VoIP.  For home users, the ability to dial 911 even if the power is off is critical, but for office users, a phone on every desk with this capability is overkill.  VoIP systems will typically provide service to a smaller number of users than a typical analog phone system, so such a high degree of reliability for each VoIP system will not be necessary.  We will likely see a migration to a number of emergency phones per building, mounted on the wall in a fashion similar to fire extinguishers, maybe even co-located.  

Another related issue is that users want their phones available when the computer network crashes.  This may be reasonable, though our experience is that when the computers and network are down (due to a power outage, for instance), users do not spend much time on the phone, but instead mingle or read magazines.  The frequency of both the network and the PCs being unusable is very low, so this shouldn’t be a decision-maker.  The frequency of the network outages for long-haul communications is higher, which, in a single integrated desktop environment, would leave users without any means of communicating with the outside world; an annoyance, but not a driving force in limiting the technology.

As most of these technical issues are dealt with in the next few years, the door will be open to a completely converged network and the possibility of a single integrated desktop device.  Though the possibility is there, we are not likely to see it arrive very quickly.  The Army has invested a lot of money into high-capability telephone switches and will not be eager to throw it away in favor of a new system.  What is more likely is a gradual transition to VoIP, with users retaining their analog phones for quite a while as long as it remains convenient to do so.  

IP-phones
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The Ethernet- or IP-phone is a separate device from the PC whose main advantage is that it would be operable even if the PC is not.  One of the advantages of having a single integrated device is in maintaining addresses and phone numbers.  A typical user might rather have a single Contacts List where he could click on an e-mail address, VTC number or phone number and have the computer initiate the appropriate application and place the call. Will users have a single integrated device on the desktop or multiple devices for different functions?  Most likely both scenarios will be common 5 years from now.

Other Concerns

Tactical Networks

Tactical networks have many more problems to address than a typical sustaining base solution, and commercial industry is not trying to address these problems.  Tactical communications are moving more and more to wireless solutions, but they have many problems to overcome.  Not having established antenna towers, communicating when the client device is only 6 inches above ground, compensating for hostile jamming and security concerns, among many other problems, make tactical communications a very difficult problem.  The Army Research Laboratories (ARL XE "ARL:Army Research Laboratories" ) have many long-term efforts established to solve some of these problems, but these solutions are 7-10 years away.

Satellite Communications

There are some commercial efforts on-going to use satellite networks for convergent communications, but the lead times for implementing a satellite-based system is very high.  Don’t expect this to have a large impact on convergent systems very soon.   The military implementations will probably follow commercial industry in this realm.  

TSACS/Remote Access

Not a lot of substantial change has occurred in remote access in recent years, other than small increases in access speed.  Security protocols such as RADIUS and L2TP are maturing to protect remote communications from eavesdropping, but remote access will likely continue to be a bottleneck for video communications and complete convergence.  

Network Management

Network management has come a long way in the areas of configuration and monitoring capabilities from the first implementations of Simple Network Management Protocol (SNMP XE "SNMP:Simple Network Management Protocol" ).  As networks and devices continue to become more complicated, the management of those systems in a large enterprise becomes very expensive and time-consuming.  Industry is making strides in the areas of global policy management through protocols such as Common Open Policy Services (COPS XE "COPS:Common Open Policy Services" ) and Policy-Based Network Management (PBNM XE "PBNM:Policy-Based Network Management" ).  The first versions of these are just beginning to emerge and we expect them to mature in the next 2-3 years.

IPv6

Internet Protocol version 6 has been standardized for some time, but will not become common anytime soon.  The driving factors for using IPv6 are that it offers many more IP addresses and higher security.  Both of these issues are being addressed by industry in other ways that are not as intrusive as replacing IPv4 systems with a new protocol.  Address depletion is being handled by techniques such as classless interdomain routing and Dynamic Host Control Protocol (DHCP) XE "DHCP"  and the security issues are addressed by IP Security (IPSec XE "IPSec:IP Security" ) protocol.  We don’t expect to see any implementations of IPv6 in the next 5 years.
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Obstacles

We are convinced that computer networking is moving toward convergent communications centered on the IP protocol.  Three things are likely to hinder this convergence of data, voice and video onto a single integrated system, and only one of them is technical.  These obstacles will only serve to delay the inevitable convergence of data, voice, and video; they will not prevent it.

Technical:

With all of the advances in networking and processor speed and bandwidth availability, the only technical problem to prevent the widespread use of voice and video to the desktop will be security devices.  Security concerns are going to dominate a lot of discussion in computer implementations over the next several years.  Soon, everything transmitted from one machine to another will undergo some form of encryption, more likely several forms.  The speed of these encryption devices will dramatically affect the types of data that may effectively cross their links.  Voice and video are highly delay sensitive and security devices must not add any substantial delay, or they will effectively eliminate the use of voice and video on computer networks.

Political:

Industry trends are showing that the technology to remove the wide area bottlenecks exists and is rapidly maturing.  The predictions in the Wide Area Networking section of this report reflect the efforts of commercial industry to increase bandwidth to support customers who are demanding it.  These efforts show the effect of competition in the telecommunications industry where the Telcos must provide increased service at reduced cost or else their competitors will.

In the military arena we presently have no such competition, but instead must use a mandated DISA infrastructure (NIPRNET) for all of our wide area communications needs.  While DISA is presently examining DWDM technology in their laboratories, there is no guarantee when they may enable light-switching technologies on the WAN.  Already Army users frequently pay more money to DISA for slower service than we could get with industry counterparts.  Expect to see this trend continue as industry hustles to adopt these new technologies in order to remain competitive, and DISA waits for the technology to mature before implementing.

The solution to this for Army customers is to remove the edict that all Army traffic will use DISA links.  By removing that mandate, DISA will be forced into competition with the rest of the telecommunications industry, giving the customers many more options at a much better rate.

Whether Army and DoD users will experience this bandwidth glut depends on political decisions: 

1) Will DISA become more aggressive in implementing these emerging wide area technologies?

2) Will the mandate to use DISA services exclusively be lifted?

3) Will Army users continue to be bound by slower, low-capability networks while their industry counterparts experience tremendous bandwidth growth? 

Social:

The rate of change in the computer industry has been tremendous in the last 20 years.  Users typically use only a fraction of the capabilities on their workstations and in their existing applications.  It takes humans more time to adapt to these technology changes and begin to effectively utilize the tools available, than it takes for the tools to be upgraded to newer capabilities.  Whether users choose to move from multiple device solutions to a single integrated system will largely depend on their desires.  The technical issues are being addressed to ease the opportunity for convergence and integrated devices, but changing user habits takes much longer. 
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There is no such thing as a Pac-Man technology; an idea that comes along and devours all of its competing solutions.  Telephones will not disappear from the office, just because Voice over IP and video teleconferencing become prevalent.  In the next 10 years user desktops may contain a single PC device, but in the next 5 years, users will retain the phone on the desktop as a backup solution.  The same can be said for technologies such as DWDM and Gigabit Ethernet.  While solid solutions, they will not solve every need and legacy systems have a tendency to remain for a long time.

In the next 5 years, users will also come to rely on mobile communication with the ability to access all of their data resources from any location at any time.  Making efficient use of this capability as well as these other emerging technologies will be the longest pole in the convergence tent.

As with any future predictions, the estimates in this report are only educated guesses.  They were made by considering the growth and evolution of computer technologies over the last 20 odd years and by analyzing current industry trends.  The following timeline summarizes the predictions put forth in this report.  
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It should be noted that wireless networking really means wireless access to wired networks.  We don’t expect replacing the existing wired networking structure with wireless links. Wireless networking provides freedom of movement for the client device to connect to its receiving station, but the receiving station will typically be wired into the larger network, either directly or through relays.
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Acronyms and Abbreviations


3G	third generation


ARL	Army Research Laboratories


ATM	asynchronous transfer mode


CECOM	Communications-Electronics Command


COPS	Common Open Policy Services


DHCP	Dynamic Host Control Protocol


DWDM	dense wave division multiplexing


FAX	facsimile


FDDI	fiber distributed data interface


GbE	gigabit Ethernet


IDS	intrusion detection systems


IP	Internet Protocol


IPSec	IP Security


IPv6	Internet Protocol version


ISEC	Information Systems Engineering Command


LAN	local area network


Mbps	megabits per second


MPLS	multiprotocol label switching


NIPRNET	Non-classified Internet Protocol Router Network


PBNM	Policy-Based Network Management


PC	personal computer


PCS	Personal Communications Services


PDA	personal digital assistant


PKI	Public Key Infrastructure


SMC	Systems Management Center


SNMP	Simple Network Management Protocol


VoIP	Voice over IP


VTC	video teleconferencing


WAN	wide area network
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