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Background

The Project Manager (PM), Defense Data Networks (DDN), tasked the United States Army Information Systems Engineering Command (USAISEC), Technology Integration Center (TIC) to evaluate the commercial off-the-shelf (COTS) Cisco two-port Fast Ethernet (FE) Inter-Switch Link (ISL) Port Adapter (PA) and the Versatile Interface Processor (VIP2-50) Port Adapter Module (PAM).  The Cisco two-port FE ISL PA is a possible upgrade to the Army Defense Information Systems Network (DISN) Router Program (ADRP) router with the one-port FE ISL PA for insertion into currently fielded router solutions to enhance their throughput performance.  This network enhancement by the ADRP is intended to provide a more robust network platform.

Figure 1 provides a high level view of the interface between the outside world and Army information networks.  As shown, the Army Security Router (ASR) XE "ASR:Army Security Router"  provides the first line of defense at the front door of Army networks.  Any data traffic not filtered out by the ASR passes into the demilitarized zone (DMZ) XE "DMZ:demilitarized zone" .  The DMZ is defined by the Director of Information Systems for Command, Control, Communications, and Computers (DISC4) XE "DISC4:Department of Information Systems Command, Control, Communications, and Computers"  as the electronic information area at the edge of the installation that connects to the external Internet Protocol (IP) XE "IP:Internet Protocol"  world; or more specifically, the area between the security router and the ADRP gateway router.  Data traffic making it through the DMZ next faces the ADRP router for additional filtering.  In this topology, the ASR is considered the outer router and the ADRP router the inner router.  The ADRP router’s performance with the two-port FE PA is the specific focus of this evaluation.
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Objective

The objective of this evaluation report is to answer the following questions about router performance posed by the customer:

· Is the router's performance better when utilizing the two-port FE PAM (VIP2-50) versus the one-port FE PAM (VIP2-40)?
· How is the router’s performance affected under the configuration with respect to access control list (ACL) sizes?

· Does the router with two-port FE PAM (VIP2-50) enhance throughput performance significantly enough for possible implementation into Common User Installation Transport Network (CUITN)?

Methodology

The evaluation was divided into three functional categories: manual ACL management, device-level router performance, and system-level router performance.  These functional categories were further broken down into various evaluations, each designed to address a specific element or elements of the evaluation objectives and are discussed below.
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Throughput Evaluation.  This test determined the maximum rate at which a device can forward data traffic (packets) without packet loss.  These tests utilized Netcom System's SmartBits SMB-2000 Network Performance Tester/Analyzer.  The test determined throughput with various ACLs.  If the “Initial Rate” was set to 100%, the SmartBits transmitted the 100% theoretical maximum rate for the packet size and topology.  For example, for 64-byte packets and 100BaseT Ethernet, the SmartBits transmitted data traffic at 148,810 packets per second (PPS) for the specified test duration.  If the device under test (DUT) successfully forwarded all packets transmitted by the SmartBits back to the SmartBits, no further trials were attempted.  In this case, the theoretical maximum rate was recorded as the device’s maximum throughput.  If the first trial failed, that is, if one or more packets were dropped, a second trial was attempted at a rate 20% lower than the first.  If needed, the third trial, and each subsequent retrial used a binary search to determine a throughput rate halfway between the last failed and passed rates until a maximum rate was determined.  This test was performed for the specified number of trials and packet sizes.  Results are presented either as the maximum throughput rate for the device or as a percentage of the maximum received rate to the maximum offered rate for each packet size.

Recovery Evaluation.  This test determined the router’s ability to stay operational or to regain operational status when there was a system failure such as power outage, device failure, or hardware upgrade.  Events such as device reboot, hot swap of components, power failure, connectivity loss, and system check can cause the router to become non-operational.  The recovery tests simulated these faults to test the ability of the router to recover and regain operational status.

The recovery test utilized the Top Level Architecture (TLA) and CUITN system network (see Figure 1).  The test determined the ability of the Cisco 7500 to conduct fault recovery within a system.

Remote Terminal Emulator (RTE) Evaluation.  The RTE tests utilized the TIC's RTE test system.  The RTE test system is designed specifically to stress the DUT in a realistic environment.  Various RTE tests can be performed; however, in this case the overnight sequence tests, which consist of five 1-hour tests (Pulse, Web, file transfer protocol (FTP), Telnet, and Video) and one 3-hour test (Mix) were run on the Cisco PAM only.

The configuration for this test is shown in Figure 1. Two sets of RTE clients/servers were used for this evaluation.  One set is comprised of the 10BaseT connections to the ASR.  The other set is comprised of the 100BaseT connections to the edge devices.  

The eight RTE clients/servers connected to the ASR are on separate subnets, operating from four RTE machines with dual Network Interface Cards (NIC).  The 56 RTE clients/servers connected to the edge devices are divided into eight virtual local area network (VLAN) sized functional groups of eight users (four users from two groups are connected to the ASR), operating from 28 RTE machines with dual NICs.

All of the RTE scripts are set to run in tight loops with essentially no "think delays" between commands.  

The maximum user count is 1,984 for all tests (except FTP), because multiple RTE clients can request web, Telnet, and video traffic from a single RTE server.  The maximum user count is 1,024 for the FTP test, because FTP is a connection-based protocol between an RTE server and an RTE client.

The overnight sequence tests were used to determine system functionality not performance; therefore, if traffic was passed without errors the evaluation was successful.  The overnight sequence tests are below.


a. Pulse: The test consists of three World Wide Web (WWW) traffic type test sequences, where each test consists of a 10-minute full speed Hypertext Transfer Protocol (HTTP) activity from 1,984 users, and a 10-minute idle, to allow timeouts.


b.  WWW:  A repeating sequence of three hypertext markup language (HTML) text pages plus nine graphics interchange format (GIF) images with approximately 200k bytes per image.


c.  FTP traffic: Each 1,024 simulated user performs a series of FTP “PUTS” and “GETS” of files, which are 4 MB.


d.  Telnet/Rlogin traffic: Each user lists a file, which contains a sequence of American Standard Code for Information Interchange (ASCII) XE "ASCII:American Standard Code for Information Interchange"  characters.


e.  Video traffic: This test is run with 2 MB audio video interleaved (AVI) files using HTTP.


f.  Mix traffic: This test is run with four traffic types (WWW, FTP, Telnet/Rlogin, and e-mail) executing simultaneously as a mix
Results

The results from the three types of evaluations are discussed below.

Throughput Evaluation Results

Table 1 depicts the results from the throughput tests.  As more ACLs were added, throughput decreased proportionally. This is illustrated in Figure 2, a plot of router throughput for the two-port tests versus ACL size for various data packet sizes.  The figure also depicts central processor unit (CPU) utilization percentage at each packet size.  As ACLs are applied, the CPU load is at a maximum.
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Figure 2.  Two Port Throughput Tests

Figure 3 compares the three port configurations with no ACLs.  Data for higher numbers of ACLs only skewed all the results downward so the no ACL case is sufficient to graph the port’s transmission results, central processing unit (CPU) utilization, and general response trends.  The data plotted in Figure 3 is of router throughput for the three different port configuration tests versus various data packet sizes.  For packet sizes of 1024 bytes and larger, the port configurations have less effect on the data throughput as the results are similar for each configuration.  The CPU utilization decreases as packet size increases.

Figure 3. Port Configuration Throughput (with zero ACLs)
Recovery Evaluation Results

As shown in Table 2, all the recovery tests passed without any problems.
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RTE Evaluation Results

The RTE functional evaluation passed without any errors.  Performance testing was not a requirement of this evaluation.  Table 3 summarizes the results of the RTE tests.  The data illustrates that saturating the router with traffic will cause users to have errors and timeouts.  This loss is to be expected due to the eight RTE clients/servers receiving 12.5%  (8 of 64) of the test traffic, which has a maximum 80-MB theoretical throughput.  Timeouts were about 2 to 5.5 times greater for RTE clients/servers connected to the ASR than RTE clients/servers connected to the edge devices.  This is acceptable because there is a 10 times bandwidth ratio (10 MB compared to 100 MB).  The FTP test transaction results are proportional to few users.  The Mix test transaction results are proportional to a longer test cycle.

Conclusions

A comparison of the data in Table 1 shows that the router’s performance is best when utilizing the one-port FE PAM versus the two-port FE PAM.  The one-port-to-one-port configurations had a 24% (on average) performance increase than the two-port-to-two-port configuration.  Testing supported Cisco’s recommendation that native FE users should use the single-port Fast Ethernet PA-FE-TX or PA-FE-FX adapters for higher performance.  The TX model is category 5 unshielded twisted pair (UTP) and the FX model is multimode fiber-optic cable.
The data in Table 1 also shows that the router’s performance severely decreases under the configuration with respect to applying ACLs (even with small ACL sizes).  When ACLs (greater then 452 lines) are applied the CPU utilization goes to 100% for all packet sizes.

Recommendations

The ADRP router, with a two-port FE PAM, decreases the throughput performance compared to a one-port FE PAM; therefore, it is not recommended for implementation into CUITN. Additionally, the poor performance of the router when ACLs are applied reduces its merit for implementation into CUITN.  Finally, Cisco recommends that the two-port Fast Ethernet/ISL port adapters be used to provide inter-VLAN bridging and routing for Token Ring users and thus is not a good PA for use in the ADRP routers. 
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Figure 1.  Cisco Two-Port FE PA Network Diagram

Table 1. Throughput Evaluation Device-Level Performance Results

Throughput Evaluation Configuration Information

DUT:
Cisco, Two-Port FE ISL PA VIP 2-50 PAM

Date Tested:
February 2, 2000

Other Test Conditions:
Test Duration of 10 seconds for each test.

Two-Port To Two-Port FE PA,  ACL = 0

Packet Size (bytes/packet)
Packet Rate Offered
100BaseT Technology

(PPS)
Packet Rate Received

w/no packet loss
(PPS)
Percentage of Max Received to Max Offered  (%)
CPU Utilization
(%)

64
148,810
59226
39.8%
83.0%

128
84,459
47888
56.7%
51.0%

256
45,290
30888
68.2%
43.0%

512
23,496
19079
81.9%
26.0%

1024
11,973
10261
85.7%
14.0%

1280
9,615
7182
74.7%
11.0%

1518
8,127
6225
76.6%
7.0%

Two-Port To Two-Port FE PA,  ACL = 452

Packet Size (bytes/packet)
Packet Rate Offered
100BaseT Technology

(PPS)
Packet Rate Received

w/no packet loss
(PPS)
Percentage of Max Received to Max Offered  (%)
CPU Utilization
(%)

64
148,810
10283
6.9%
100.0%

128
84,459
10076
11.9%
100.0%

256
45,290
10226
22.6%
100.0%

512
23,496
10052
43.2%
99.0%

1024
11,973
9831
82.1%
99.0%

1280
9,615
7139
74.3%
75.0%

1518
8,127
6224
76.6%
66.0%

Two-Port To Two-Port FE PA,  ACL = 898

Packet Size (bytes/packet)
Packet Rate Offered
100BaseT Technology

(PPS)
Packet Rate Received

w/no packet loss
(PPS)
Percentage of Max Received to Max Offered  (%)
CPU Utilization
(%)

64
148,810
3780
2.5%
100.0%

128
84,459
4282
5.1%
100.0%

256
45,290
4293
9.5%
99.0%

512
23,496
4401
18.9%
98.0%

1024
11,973
4346
36.3%
99.0%

1280
9,615
4267
44.4%
97.0%

1518
8,127
4253
52.3%
99.0%

Two-Port To Two-Port FE PA,  ACL = 1464

Packet Size (bytes/packet)
Packet Rate Offered
100BaseT Technology

(PPS)
Packet Rate Received

w/no packet loss
(PPS)
Percentage of Max Received to Max Offered  (%)
CPU Utilization
(%)

64
148,810
1920
1.3%
100.0%

128
84,459
2694
3.2%
100.0%

256
45,290
2600
5.7%
100.0%

512
23,496
2782
11.9%
100.0%

1024
11,973
2572
21.5%
100.0%

1280
9,615
2486
25.9%
100.0%

1518
8,127
2502
30.8%
100.0%

Table 1. Throughput Evaluation Device-Level Performance Results (Continued)

One-Port To Two-Port FE PA,  ACL = 0

Packet Size (bytes/packet)
Packet Rate Offered
100BaseT Technology

(PPS)
Packet Rate Received

w/no packet loss
(PPS)
Percentage of Max Received to Max Offered  (%)
CPU Utilization
(%)

64
148,810
67024
45.0%
79.0%

128
84,459
56309
66.7%
69.0%

256
45,290
39004
86.1%
52.0%

512
23,496
23275
99.9%
31.0%

1024
11,973
11973
100.0%
16.0%

1280
9,615
9615
100.0%
13.0%

1518
8,127
8127
100.0%
15.0%

One-Port To One-Port FE PA,  ACL = 0

Packet Size (bytes/packet)
Packet Rate Offered
100BaseT Technology

(PPS)
Packet Rate Received

w/no packet loss
(PPS)
Percentage of Max Received to Max Offered  (%)
CPU Utilization
(%)

64
148,810
82232
55.3%
95.0%

128
84,459
81967
97.1%
95.0%

256
45,290
45045
99.5%
60.0%

512
23,496
23166
99.4%
32.0%

1024
11,973
11973
100.0%
16.0%

1280
9,615
9615
100.0%
14.0%

1518
8,127
8127
100.0%
11.0%

Problems Encountered:  None

Findings and Observations: The PA-2FEISL works with the VIP2-40 and VIP2-50 PAMs as long as one of the listed Cisco IOS versions below is used.

· 12.0.(1) and up

· 12.0.(5)S and up

· 12.0.(7)T and up

· 12.1.(1)E and up

· 12.1.(1) and up

A PA-2FEISL has been checked in the lab with both a VIP2-40 and VIP2‑50, with version 12.0 (7).

Analysis: The one-port FE PA performed better than the two-port FE PA at packet sizes from 64 to 256 bytes/packet.  At 128-bytes/packet, the performance was 30% higher.

Table 2.  Recovery Evaluation Results

Test Number
Major Test Category and Sub-Tests
Test Result

1
Recovery after device reboot
Passed

2
RSP-4 redundancy check
Passed

2a
        Two RSP-4s
Passed

2b
        Remove Slave
Passed

2c
        Remove Master
Passed

2d
        Repeat switching roles
Passed

3
Hot swap check 
Passed

3a
        Remove cards with active connections
Passed

3b
        Remove cards without active connections
Passed

4
Power Supply redundancy check
Passed

4a
         Two power sources
Passed

4b
         Alternate power sources
Passed

4c
        Remove power source
Passed

5
Connectivity recovery check
Passed

5a
        Disconnect links
Passed

5b
        Ping check                 
Passed

5c
        OSPF check from Foundry to Cisco
Passed

5d
        OSPF check from Cisco to Foundry
Passed

6
System recovery check
Passed

 6a
        Security Router Reboot
Passed

6b
        Cisco 2820 Reboot
Passed

6c
        PSAZ Reboot
Passed

Table 3.  RTE Overnight Sequence Evaluation Results

Test
Users
Users 
w/ Errors
Transactions
Timeouts

Pulse test
1984
626
388423
1028

WWW test
1984
830
336875
5809

FTP test
1024
230
168703
958

Telnet/Rlogin test
1984
129
312955
481

Video Test
1984
476
323108
1724

Mix Test
1984
612
1720351
3372
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ACRONYMS AND ABBREVIATIONS

ACL
access control list

ADN
area distribution node

ADRP
Army DISN Router Program

ASCII
American Standard Code for Information Interchange

ASR
Army Security Router

AVI
Audio Video Interleaved




COTS
commercial off-the-shelf

CPU
central processor unit

CUITN
Common User Installation Transport Network




DDN
Defense Data Networks

DISC4
Director of Information Systems for Command, Control, Communications, and Computers

DISN
Defense Information Systems Network

DMZ
demilitarized zone

DUT
device under test




FE
Fast Ethernet

FTP
file transfer protocol




Gbps
gigabits per second

GIF
graphics interchange format




HDX
half-duplex

HTML
hypertext markup language

HTTP
Hypertext Transfer Protocol




IP
Internet Protocol

ISL
inter-switch link




MCN
main communications node

MIB
management information base




NIC
network interface card

N/A
not applicable




OSPF
open shortest path first




PA
port adapter

PAM
port adapter module

PM
Project Manager

PPS
packets per second

PSAZ
post security access zone




RTE
remote terminal emulation




TCP/IP
Transmission Control Protocol/Internet Protocol

TIC
Technology Integration Center

TLA
top level architecture

USAISEC
United States Army Information Systems Engineering Command

UTP
unshielded twisted pair

VIP
Versatile Interface Processor

VLAN
virtual local area network




WWW
World Wide Web
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		1 Port to 1 port CPU (%)		95%		95%		60%		32%		16%		14%		11%

		CPU Utilization

		Frame Size		64		128		256		512		1024		1280		1518

		Dual Port ACL 0		83%		51%		43%		26%		14%		11%		7%

		Dual Port ACL 452		100%		100%		100%		99%		99%		75%		66%

		Dual Port ACL 898		100%		100%		99%		98%		99%		97%		99%

		Dual Port ACL 1464		100%		100%		100%		100%		100%		100%		100%

		1 Port to 2 Port		79%		69%		52%		31%		16%		13%		15%

		1 Port to 1 Port		95%		95%		60%		32%		16%		14%		11%
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1port-to-1port

						ACL 0 Lines

		Frame Size		Packet Rate Offered (PPS)		Packet Rate Received w/ no packet loss		Percentage of Max Received to Max Offered (%)		CPU Utilization (%)

		64		148,810		59226		39.8%		83.0%						Frame Size		64		128		256		512		1024		1280		1518

		128		84,459		47888		56.7%		51.0%						ACL 1464		1920		2694		2600		2782		2572		2486		2502

		256		45,290		30888		68.2%		43.0%						ACL 898		3780		4282		4293		4401		4346		4267		4253

		512		23,296		19079		81.9%		26.0%						ACL 452		10283		10076		10226		10052		9831		7139		6224

		1024		11,973		10261		85.7%		14.0%						ACL 0		59226		47888		30888		19079		10261		7182		6225

		1280		9,615		7182		74.7%		11.0%						CPU (%) ACL 1464		100%		100%		100%		100%		100%		100%		100%

		1518		8,127		6225		76.6%		7.0%						CPU (%) ACL 898		100%		100%		99%		98%		99%		97%		99%

																CPU (%) ACL 452		100%		100%		100%		99%		99%		75%		66%

																CPU (%) ACL 0		83%		51%		43%		26%		14%		11%		7%

		Frame Size		64		128		256		512		1024		1280		1518

		ACL 0 Lines

		CPU %		83.0%		51.0%		43.0%		26.0%		14.0%		11.0%		7.0%

		Throughput		39.8%		56.7%		68.2%		81.9%		85.7%		74.7%		76.6%

		Packet Rate Received w/ no packet loss		59226		47888		30888		19079		10261		7182		6225

						ACL 452 Lines

		Frame Size		Packet Rate Offered (PPS)		Packet Rate Received w/ no packet loss		Percentage of Max Received to Max Offered (%)		CPU Utilization (%)

		64		148,810		10283		6.9%		100.0%

		128		84,459		10076		11.9%		100.0%

		256		45,290		10226		22.6%		100.0%

		512		23,296		10052		43.2%		99.0%

		1024		11,973		9831		82.1%		99.0%

		1280		9,615		7139		74.3%		75.0%

		1518		8,127		6224		76.6%		66.0%

		Frame Size		64		128		256		512		1024		1280		1518

		ACL 452 Lines

		CPU %		100.0%		100.0%		100.0%		99.0%		99.0%		75.0%		66.0%

		Throughput		6.9%		11.9%		22.6%		43.2%		82.1%		74.3%		76.6%

		Packet Rate Received w/ no packet loss		10283		10076		10226		10052		9831		7139		6224

						ACL 898 Lines

		Frame Size		Packet Rate Offered (PPS)		Packet Rate Received w/ no packet loss		Percentage of Max Received to Max Offered (%)		CPU Utilization (%)

		64		148,810		3780		2.5%		100.0%

		128		84,459		4282		5.1%		100.0%

		256		45,290		4293		9.5%		99.0%

		512		23,296		4401		18.9%		98.0%

		1024		11,973		4346		36.3%		99.0%

		1280		9,615		4267		44.4%		97.0%

		1518		8,127		4253		52.3%		99.0%

		Frame Size		64		128		256		512		1024		1280		1518

		ACL 898 Lines

		CPU %		100.0%		100.0%		99.0%		98.0%		99.0%		97.0%		99.0%

		Throughput		2.5%		5.1%		9.5%		18.9%		36.3%		44.4%		52.3%

		Packet Rate Received w/ no packet loss		3780		4282		4293		4401		4346		4267		4253

						ACL 1464 Lines

		Frame Size		Packet Rate Offered (PPS)		Packet Rate Received w/ no packet loss		Percentage of Max Received to Max Offered (%)		CPU Utilization (%)

		64		148,810		1920		1.3%		100.0%

		128		84,459		2694		3.2%		100.0%

		256		45,290		2600		5.7%		100.0%

		512		23,296		2782		11.9%		100.0%

		1024		11,973		2572		21.5%		100.0%

		1280		9,615		2486		25.9%		100.0%

		1518		8,127		2502		30.8%		100.0%

		Frame Size		64		128		256		512		1024		1280		1518

		ACL 1464 Lines

		CPU %		100.0%		100.0%		100.0%		100.0%		100.0%		100.0%		100.0%

		Throughput		1.3%		3.2%		5.7%		11.9%		21.5%		25.9%		30.8%

		Packet Rate Received w/ no packet loss		1920		2694		2600		2782		2572		2486		2502
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						ACL 0 Lines

		Frame Size		Packet Rate Offered (PPS)		Packet Rate Received w/ no packet loss		Percentage of Max Received to Max Offered (%)		CPU Utilization (%)

		64		148,810		67024		45.0%		79.0%

		128		84,459		56309		66.7%		69.0%

		256		45,290		39004		86.1%		52.0%

		512		23,296		23275		99.9%		31.0%

		1024		11,973		11973		100.0%		16.0%

		1280		9,615		9615		100.0%		13.0%

		1518		8,127		8127		100.0%		15.0%

		Frame Size		64		128		256		512		1024		1280		1518

		ACL 0 Lines

		CPU %		79.0%		69.0%		52.0%		31.0%		16.0%		13.0%		15.0%

		Throughput		45.0%		66.7%		86.1%		99.9%		100.0%		100.0%		100.0%

		Packet Rate Received w/ no packet loss		67024		56309		39004		23275		11973		9615		8127





		Recovery after device reboot				Passed

		RSP-4 redundancy check				Passed

				Dual RSP-4s		Passed

				Remove Slave		Passed

				Remove Master		Passed

				Repeat switching roles		Passed

		Hot swap check				Passed

				Remove cards with active connections		Passed

				Remove cards without active connections		Passed

		Power Supply redundancy check				Passed

				Dual power sources		Passed

				Alternate power sources		Passed

				Remove power source		Passed

		Connectivity recovery check				Passed

				Disconnect links		Passed

				Ping check		Passed

				OSPF check from Foundry to Cisco		Passed

				OSPF check from Cisco to Foundry		Passed

		System recovery check				Passed

				Security Router Reboot		Passed

				Cisco 2820 Reboot		Passed

				PSAZ Reboot		Passed





						ACL 0 Lines

		Frame Size		Packet Rate Offered (PPS)		Packet Rate Received w/ no packet loss		Percentage of Max Received to Max Offered (%)		CPU Utilization (%)

		64		148,810		82232		55.3%		95.0%

		128		84,459		81967		97.1%		95.0%

		256		45,290		45045		99.5%		60.0%

		512		23,296		23166		99.4%		32.0%

		1024		11,973		11973		100.0%		16.0%

		1280		9,615		9615		100.0%		14.0%

		1518		8,127		8127		100.0%		11.0%

		Frame Size		64		128		256		512		1024		1280		1518

		ACL 0 Lines

		CPU %		95.0%		95.0%		60.0%		32.0%		16.0%		14.0%		11.0%

		Throughput		55.3%		97.1%		99.5%		99.4%		100.0%		100.0%		100.0%

		Packet Rate Received w/ no packet loss		82232		81967		45045		23166		11973		9615		8127
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Chart2

		64		64		64		0.83		0.79		0.95

		128		128		128		0.51		0.69		0.95

		256		256		256		0.43		0.52		0.6

		512		512		512		0.26		0.31		0.32

		1024		1024		1024		0.14		0.16		0.16

		1280		1280		1280		0.11		0.13		0.14

		1518		1518		1518		0.07		0.15		0.11



2 Port to 2 Port

1 Port to 2 Port

1 Port to 1 Port

2 Port CPU (%)

1 Port to 2 port CPU (%)

1 Port to 1 port CPU (%)

Packet Size (Bytes)

Packets per Second

CPU Utilization (%)

59226.38

67024.024

82232.406

47888.253

56308.8153

81967.4595

30887.78

39003.748

45045.434

19079.424

23275.0336

23165.5424

10260.861

11973

11973

7182.405

9615

9615

6225.282

8127

8127



Graph

		ACL 0 Lines

		Frame Size		64		128		256		512		1024		1280		1518

		Dual Port

		CPU %		83%		51%		43%		26%		14%		11%		7%

		Throughput		40%		57%		68%		82%		86%		75%		77%

		Packet Rate Received w/ no packet loss		59226		47888		30888		19079		10261		7182		6225

		1 Port to 2 Port

		CPU %		79%		69%		52%		31%		16%		13%		15%

		Throughput		45%		67%		86%		100%		100%		100%		100%

		Packet Rate Received w/ no packet loss		67024		56309		39004		23275		11973		9615		8127

		1 Port to 1 Port

		CPU %		95%		95%		60%		32%		16%		14%		11%

		Throughput		55%		97%		99%		99%		100%		100%		100%

		Packet Rate Received w/ no packet loss		82232		81967		45045		23166		11973		9615		8127

		Frame Size		64		128		256		512		1024		1280		1518

		Dual Port		59226		47888		30888		19079		10261		7182		6225

		1 Port to 2 Port		67024		56309		39004		23275		11973		9615		8127

		1 Port to 1 Port		82232		81967		45045		23166		11973		9615		8127

		Frame Size		64		128		256		512		1024		1280		1518

		2 Port to 2 Port		59226		47888		30888		19079		10261		7182		6225

		1 Port to 2 Port		67024		56309		39004		23275		11973		9615		8127

		1 Port to 1 Port		82232		81967		45045		23166		11973		9615		8127

		2 Port CPU (%)		83%		51%		43%		26%		14%		11%		7%

		1 Port to 2 port CPU (%)		79%		69%		52%		31%		16%		13%		15%

		1 Port to 1 port CPU (%)		95%		95%		60%		32%		16%		14%		11%

		CPU Utilization

		Frame Size		64		128		256		512		1024		1280		1518

		Dual Port ACL 0		83%		51%		43%		26%		14%		11%		7%

		Dual Port ACL 452		100%		100%		100%		99%		99%		75%		66%

		Dual Port ACL 898		100%		100%		99%		98%		99%		97%		99%

		Dual Port ACL 1464		100%		100%		100%		100%		100%		100%		100%

		1 Port to 2 Port		79%		69%		52%		31%		16%		13%		15%

		1 Port to 1 Port		95%		95%		60%		32%		16%		14%		11%
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						ACL 0 Lines

		Frame Size		Packet Rate Offered (PPS)		Packet Rate Received w/ no packet loss		Percentage of Max Received to Max Offered (%)		CPU Utilization (%)

		64		148,810		59226		39.8%		83.0%						Frame Size		64		128		256		512		1024		1280		1518

		128		84,459		47888		56.7%		51.0%						ACL 1464		1920		2694		2600		2782		2572		2486		2502

		256		45,290		30888		68.2%		43.0%						ACL 898		3780		4282		4293		4401		4346		4267		4253

		512		23,296		19079		81.9%		26.0%						ACL 452		10283		10076		10226		10052		9831		7139		6224

		1024		11,973		10261		85.7%		14.0%						ACL 0		59226		47888		30888		19079		10261		7182		6225

		1280		9,615		7182		74.7%		11.0%						CPU (%) ACL 1464		100%		100%		100%		100%		100%		100%		100%

		1518		8,127		6225		76.6%		7.0%						CPU (%) ACL 898		100%		100%		99%		98%		99%		97%		99%

																CPU (%) ACL 452		100%		100%		100%		99%		99%		75%		66%

																CPU (%) ACL 0		83%		51%		43%		26%		14%		11%		7%

		Frame Size		64		128		256		512		1024		1280		1518

		ACL 0 Lines

		CPU %		83.0%		51.0%		43.0%		26.0%		14.0%		11.0%		7.0%

		Throughput		39.8%		56.7%		68.2%		81.9%		85.7%		74.7%		76.6%

		Packet Rate Received w/ no packet loss		59226		47888		30888		19079		10261		7182		6225

						ACL 452 Lines

		Frame Size		Packet Rate Offered (PPS)		Packet Rate Received w/ no packet loss		Percentage of Max Received to Max Offered (%)		CPU Utilization (%)

		64		148,810		10283		6.9%		100.0%

		128		84,459		10076		11.9%		100.0%

		256		45,290		10226		22.6%		100.0%

		512		23,296		10052		43.2%		99.0%

		1024		11,973		9831		82.1%		99.0%

		1280		9,615		7139		74.3%		75.0%

		1518		8,127		6224		76.6%		66.0%

		Frame Size		64		128		256		512		1024		1280		1518

		ACL 452 Lines

		CPU %		100.0%		100.0%		100.0%		99.0%		99.0%		75.0%		66.0%

		Throughput		6.9%		11.9%		22.6%		43.2%		82.1%		74.3%		76.6%

		Packet Rate Received w/ no packet loss		10283		10076		10226		10052		9831		7139		6224

						ACL 898 Lines

		Frame Size		Packet Rate Offered (PPS)		Packet Rate Received w/ no packet loss		Percentage of Max Received to Max Offered (%)		CPU Utilization (%)

		64		148,810		3780		2.5%		100.0%

		128		84,459		4282		5.1%		100.0%

		256		45,290		4293		9.5%		99.0%

		512		23,296		4401		18.9%		98.0%

		1024		11,973		4346		36.3%		99.0%

		1280		9,615		4267		44.4%		97.0%

		1518		8,127		4253		52.3%		99.0%

		Frame Size		64		128		256		512		1024		1280		1518

		ACL 898 Lines

		CPU %		100.0%		100.0%		99.0%		98.0%		99.0%		97.0%		99.0%

		Throughput		2.5%		5.1%		9.5%		18.9%		36.3%		44.4%		52.3%

		Packet Rate Received w/ no packet loss		3780		4282		4293		4401		4346		4267		4253

						ACL 1464 Lines

		Frame Size		Packet Rate Offered (PPS)		Packet Rate Received w/ no packet loss		Percentage of Max Received to Max Offered (%)		CPU Utilization (%)

		64		148,810		1920		1.3%		100.0%

		128		84,459		2694		3.2%		100.0%

		256		45,290		2600		5.7%		100.0%

		512		23,296		2782		11.9%		100.0%

		1024		11,973		2572		21.5%		100.0%

		1280		9,615		2486		25.9%		100.0%

		1518		8,127		2502		30.8%		100.0%

		Frame Size		64		128		256		512		1024		1280		1518

		ACL 1464 Lines

		CPU %		100.0%		100.0%		100.0%		100.0%		100.0%		100.0%		100.0%

		Throughput		1.3%		3.2%		5.7%		11.9%		21.5%		25.9%		30.8%

		Packet Rate Received w/ no packet loss		1920		2694		2600		2782		2572		2486		2502
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						ACL 0 Lines

		Frame Size		Packet Rate Offered (PPS)		Packet Rate Received w/ no packet loss		Percentage of Max Received to Max Offered (%)		CPU Utilization (%)

		64		148,810		67024		45.0%		79.0%

		128		84,459		56309		66.7%		69.0%

		256		45,290		39004		86.1%		52.0%

		512		23,296		23275		99.9%		31.0%

		1024		11,973		11973		100.0%		16.0%

		1280		9,615		9615		100.0%		13.0%

		1518		8,127		8127		100.0%		15.0%

		Frame Size		64		128		256		512		1024		1280		1518

		ACL 0 Lines

		CPU %		79.0%		69.0%		52.0%		31.0%		16.0%		13.0%		15.0%

		Throughput		45.0%		66.7%		86.1%		99.9%		100.0%		100.0%		100.0%

		Packet Rate Received w/ no packet loss		67024		56309		39004		23275		11973		9615		8127





		Recovery after device reboot				Passed

		RSP-4 redundancy check				Passed

				Dual RSP-4s		Passed

				Remove Slave		Passed

				Remove Master		Passed

				Repeat switching roles		Passed

		Hot swap check				Passed

				Remove cards with active connections		Passed

				Remove cards without active connections		Passed

		Power Supply redundancy check				Passed

				Dual power sources		Passed

				Alternate power sources		Passed

				Remove power source		Passed

		Connectivity recovery check				Passed

				Disconnect links		Passed

				Ping check		Passed

				OSPF check from Foundry to Cisco		Passed

				OSPF check from Cisco to Foundry		Passed

		System recovery check				Passed

				Security Router Reboot		Passed

				Cisco 2820 Reboot		Passed

				PSAZ Reboot		Passed





						ACL 0 Lines

		Frame Size		Packet Rate Offered (PPS)		Packet Rate Received w/ no packet loss		Percentage of Max Received to Max Offered (%)		CPU Utilization (%)

		64		148,810		82232		55.3%		95.0%

		128		84,459		81967		97.1%		95.0%

		256		45,290		45045		99.5%		60.0%

		512		23,296		23166		99.4%		32.0%

		1024		11,973		11973		100.0%		16.0%

		1280		9,615		9615		100.0%		14.0%

		1518		8,127		8127		100.0%		11.0%

		Frame Size		64		128		256		512		1024		1280		1518

		ACL 0 Lines

		CPU %		95.0%		95.0%		60.0%		32.0%		16.0%		14.0%		11.0%

		Throughput		55.3%		97.1%		99.5%		99.4%		100.0%		100.0%		100.0%

		Packet Rate Received w/ no packet loss		82232		81967		45045		23166		11973		9615		8127






